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TEPMHWHBI U ONIPEJAEJEHUSA
JlelicTBHS IO IPOBEpKe MOTMHHOCTH CyObeKTa 10CcTyna B

AyTteHTH(UKaLUSA - .

MH(OPMALMOHHON cHCTEME

CocrosiHue 3alIMIIEHHOCTH HH(OPMALIUH, IPH KOTOPOM
bezonacnocte HHpOpManun — obecrieyenbl ee KOHQHUIEHIIMATBHOCTD, TIOCTYITHOCTh H

HEJIOCTHOCTh

Hupopmannonnas cucteMa, co3gaBaemas B LeJsX pealn3aiuu
TocyapeTBeHHas MOJHOMOYHIA rOCY/IapCTBEHHBIX OPraHoB M oOecneueHus

_ oOMeHa HH(pOpMaIHei MeXY STHMH OpraHaMH, a TaKKe B

uH(opMaLMOHHAS CHCTEMA
UHBIX YCTAHOBJICHHBIX ()e/lepaibHbIMKU 3aKOHAMHM LEJIsIX

Hoctyn k undopmaiuu —  Bo3MoxHOCTB nomydyeHus HHGOPMaIUK U €€ UCIT0JIb30BaHUs

Cocrosinue undpopmariyu, XapakrepusyemMmoe crnocoOHOCTIO
TEXHUYECKUX CPE/ICTB U HH(OPMAIMOHHBIX TEXHOJIOTHI
obecrneunBarh OecnpensTCTBEHHBIH JOCTYN K HH(pOPMAIHH
CYyOBEKTOB, UMEIOIIUX HA HTO [MOJHOMOYHS

3amura nHGOpMaIIK, HATIpaBJICHHAS HA IPEJOTBPALIEHHE
NOJTyYeHH s 3aluiiaeMoil HHpopMaluy 3aMHTepeCOBAHHBIMH
cyObeKkTaMM ¢ HapyIlUeHHeM YCTaHOBJIEHHBIX HOPMATHBHBIMU
U NPAaBOBBLIMH JIOKYMEHTAaMH (aKTaMM) WM o0naaaTessimu
HH(QOPMAaLUH [TPAB WK NPABUI pa3rpaHUuEHHA JOCTYIIA K
3amminaeMoi nudopmanun

Hupopmanus, siBISIONIAACSH MTPEJIMETOM COOCTBEHHOCTH H
MOJUIe:KallAs 3allUTe B COOTBETCTBHH ¢ TPeOOBAHUAMH
NPaBOBBIX JOKYMEHTOB WJIH TpeOOBAHUAMH,
yCTaHABIMBAEMBIMH COOCTBEHHHKOM HH(pOpMAaIHu
IIpucBoenue cyObexTaM 1 o0bekTaM JocTyIa uiaeHTHgpuKaTopa
¥ (MJIM) CpaBHEHHE TPEIBABIAEMOro HACHTH(UKATOpa ¢
IepeuHeM ITPUCBOEHHBIX HJIEHTH(PHKATOPOB

JlocTynHocTh -

3amura uHGOPMALIMH OT
HECAHKIIMOHUPOBAHHOTO —
JocTyna

Jamuimaemas ”HGoOpMaLs —

Hnentndukanus =

CoBokynHoCTh cojlep:kauieiicsa B 6a3ax JaHHbIX HHpOpPMaIUK 1
HUudopmannonnas cucrema — obecneynBaroIux ee 06paboTKy MHPOPMAITHOHHBIX

TEXHOJIOTHH M TeXHUYECKHUX CpEIACTB

OtzaenbHBIE TOKYMEHTBI H OT/IC/ILHBIC MACCHBBI JIOKYMEHTOB,

JIOKYMEHTBI H MAcCHBBI JOKYMEHTOB, CO/iepiKalluecs B
Hudopmanonseie pecypcsl — uH(popMaLHOHHBIX cucTeMax (OnbiuoTekax, apXuBax,

‘ (donax, 6aHKax JaHHBIX, HHPOPMALMOHHBIX CHCTEMAX
JIPYTHX BHI0B)

Hudopmannontsie IIpoueccel, MeToab! noucka, cbopa, XpaHeHus, 00paboTKH,
_ TpeloCTaBlICHHs, PACIPOCTPaHEHUS HHPOPMALHH H CIIOCOOBI
TCXHOJIOTHH OCYIIECTBIICHHS TAKHX MIPOLECCOB H METOIOB

Caeztenust (cooOuieHus, JaHHBIE) HE3ABUCHUMO OT

(opMBI UX Mpe/ICTaBICHHSI

ITpocTpancTBo (TeppUTOpHS, 31aHUE, YACTh 31aHUs), B
KOTOPOM HCKJIIOUEHO HEKOHTPOJIHpYeMOoe npeObIBaHHE JIHI,
HE HMEIOIIMX TTOCTOSIHHOTO MJIM Pa30BOTO JOIYCKa, H
IOCTOPOHHHUX TPAHCIIOPTHBIX CPEJICTB

Hudopmarust =

KonTtponupyemas 3o1a -



KonduneHunansHOCTh

O06paboTka nepcoHanbHBIX
JIAHHBIX

Oneparop

Hepcon aJIbHBIC TaAHHBIC

VYrposa Ge30nacHOCTH
uHpOpMALIUH

VA3BUMOCTD

LlenocrHOCTH

OO6s3aTenbHOE ISl BBHITIOIHEHHUS JIMLIOM, MOJTYYHBILIHM JIOCTYII
K onpejiesieHHoN uH(opmaru, TpeboBaHue He NepeiaBarh
TaKylo HH(GOpPMAIHMIO TPETHUM JIHLIaM Oe3 coriacHs ee
obnanarens

JleficTRus (onepanum) ¢ NepcoHaNIbHBIMH JIAHHBIMH, BKJIIOYas
cOop, cucTeMaTH3alUI0, HAKOIUIEHHE, XpaHeHHe, YTOYHEHHEe
(oOHOBJIEHHE, H3MEHEHHE), UCIIOJIb30BAaHKE, PACIIPOCTPAHEHHE
(B TOM uHcIe nepeaady), odeznuuuBanue, 6JOKHpOBaAHHE,
YHUYTOKCHHE EPCOHAILHBIX JTaHHBIX

rpakJIaHUH WIH I0PUAUYECKOE JUII0, OCYIIECTBIISIONINE
JIESITeIBHOCTD 110 KCIUTYaTalliH HHYOPMALHOHHON CHCTEMBI,
B TOM uHcye no o0paborke uudopmanuu, cofepiaieics B
ee Dazax JJaHHBIX

JIobas uudopmanus, oOTHOCAIAACSA K MPSIMO HIIH KOCBEHHO
OTIpE/ICIEHHOMY, HITH OonpeJiesieMoMy (pU3ndecKoMy JIHILY

CoBOKYITHOCTb YCJIOBHIi M (PAKTOPOB, CO3AIONIMX
MOTEHLUHATBHYIO HITH PeaIbHO CYIIECTBYIOMIYIO OMacHOCTD,
CBSI3aHHYIO C yTE€YKOH MH(pOPMAIMK H/1ITH
HECAHKIIMOHUPOBAHHBLIMU H/HJIK HEllpeHAMEPEHHbIMH
BO3JECHCTBHIMH Ha Hee

Henocrarok (cinabocth) nporpaMMHOTo
(MporpaMMHOTEXHHYECKOT0) CPEICTBA WIIH HH(OPMAITMOHHOM
CHCTEMBI B 1IeJIOM, KOTOPBIH (KOTOpasi) MOXKET ObITh
UCIOJIB30BAHA JUIs pealn3aliu yrpo3 6e301acHoCTH
HH(pOpPMaIHH

YeroitunBocTh HHPOPMAIMH K HECAHKIIHOHUPOBAHHOMY HITH
cilyuaifHOMY BO3/ICHCTBHIO Ha Hee B IIporecce 00paboTku
TEXHHYECKHMH CPEICTBAMH, PE3YJIBTATOM KOTOPOIr0 MOXKET
OBITH YHHUTOXKEHHE U HCKaXKeHHEe HHPOpMALIUK



OBO3HAYEHHUSA U COKPALLLEHU A

['OCT P — l'ocynapcrBennslii cranapt Poceuiickoit @enepanun

[Tonuruka uudopmanmnonHoit GezonacHOCTH

OCh Poccun — OejiepanbHas ciay:x0a O6ezonacHocTr Poceuiickoit Dejiepariun

— MepepanbpHas ciyxda 10 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO
®CTIK Poccnu P y Y PURRNFERTR



1 OBHIHE ITOJOXEHUSI

Hacrosimas Ilonutika siBisercs HOKYMEHTOM, ONpPEIEISIONMM HAIIPABICHHS JESTEIbHOCTH B
obnactu obecneueHns HHGpoOpMaHOHHOM Oe30macHOCTH U MpecTaBiseT coboi CHCTeMaTH3MPOBAHHOE
H3JI0JKCHHE wesell M 3a1ad MHQOPMallMOHHOH O€30IacHOCTH, KaK OJIHO WJIM HECKOJBKO IpPaBHII,
IpOLEAYp, IPAKTHYECKHMX IMPUEMOB M PYKOBOISIUMX IPHHIIMIIOB, KOTOPBIMH PYKOBOJCTBYETCS
l'ocynapcrBeHHoe  OrojKeTHOE JIOLIKOJBHOE 00pa3oBaTebHOE YUpekIAeHHe JeTCKuil cam Ne63
komObuHupoBanHoro Buaa Kuposckoro paiiona Canxr- IletepOypra, a Takike OpraHu3allMOHHBIX,
TEXHOJIOTHYECKHX H ITPOLEIYPHBIX acleKTOB o0ecredeHuss HHGpOpMaIoHHONH 6€30MacHOCTH.

[Tonoxenus nacrosumieii Ilonutuky He pacrmpocrtpansiores Ha obecnevueHne HHPOPMAITHOHHOM
0€e30MacHOCTH CBEACHUH, COCTABIISIONIMX TOCYAaPCTBEHHYIO TalHY.

OcnoBHoit 3anaveii B obnactu undopmanuonHoi 6ezonaciocty MBJIOY Jlerckuii cag No 13
«3Be3soukay r.bupcka (nanee, MBJIOY), npusHaeT coBepuICHCTBOBAHHE MEP M CPEJCTB 0becreueH s
3aUUTH MHPOpMaluk HHPOpMAHOHHBIX pecypcoB MBJIOY B koHTEKCTe pasBHTHA 3aKOHOIATEIBCTBA
Poccuiickoit @enepatud ¥ HOPM pPEryIMpoBaHHsS HH(POPMAIMOHHON [EATENBHOCTH B TEKYIIHX
YCIIOBHUAX (DYyHKIMOHUPOBAHHS HH(DOPMAITHOHHOTO MOJIS.

[Ipu paspaborke ITonMTHKM YUHTBIBAIMCH OCHOBHBIE NPHUHIMIBI CO3AAHUS CHCTEM 3aIMTHI
HH(pOpMaIMK, XapaKTEPUCTHKH U BO3MOMNKHOCTH OPraHH3allHOHHO-TEXHHYECKUX MEP M COBPEMEHHBIX
NPOrpaMMHBIX H alapaTHO-IPOrpaMMHBIX CPEJICTB 3alUThI HH(HOPMALIHH.

B pamxax cBoeit gestensrnoctn MBJIOVY 06s13yercst npeiipuHUMaTh BCe BO3MOKHBIE MEPHI J1JIs
3aIUThl HHGOPMaLUK OT yrpo3 Ge30MmacHOCTH HH(POPMAIHH.

Tpebosanusa nndopmanHoHHOI 6€30MaCHOCTH, COOTBETCTBYIOT LiessaM gestensnoctt MBJIOY u
NpeAHa3sHa4YeHBI JUIsl CHHOKCHUS PUCKOB, CBA3aHHBIX ¢ peanu3anueil yrpos 6esomnacuoctu uadopmaruu.

[lonmruka nocrynna seem pabotuukam MBJIOY 1 BeceM mosib30BatesismM ero pecypcos.

2 IEJHA U 3AJAYU OBECTIEYEHHUS UH®OPMAIIMOHHOM BE3OIACHOCTH
Cy0bexkTbl HHpOPMAMOHHBII OTHOIEHHIT
Cybnexramu npu obecnevennu uudopmanuonnoit 6ezonacuoctu B 'BIIOY nerckom cany Ne63
ABJISAKOTCH:

Opabotaukn MBJIOV (B ToM uncne yBoJIeHHEIE);
UponuTeny (3aKOHHBIC IIPEJICTABUTEIIH);
O¢usuyeckne nMma, NOPeACTABUTENNM KOHTPareHTOB B paMKaX HCIOJHEHHS  JIOTOBOPHBIX
00s13aTeNLCTB;
Odusnueckune nuua, nogasue obpaimienue B agpec MBJ10Y ;
Uiopuanyeckue JMIa, B pamMKax HCIOMHEHHS JIOTOBOPHBIX 00A3aTeNbCTB MM BO MCIOJIHEHHH
TpebGOBaHUH CO CTOPOHBI 3akoHoJaTenbcTBa Poccuiickoit ®eepaunu; Oopranel rocymapeTBeHHOI
BJIACTH.

O0beKkTBI HHPOPMALHOHHBIX 0THOLIEHUI

O6bexTamMyu HHGOPMALMOHHBIX OTHOIIEHUH SABIISIOTCS:
Oundopmanmontnsie pecypest MBJIOV ;
Onpoueccet 06pabotkn uudopmaimi B nHGOpMauoHHsx cuctemax MBJIOY | undopmanmonusie
TEXHOJIOTHH, PEIIIAMEHTEI U TPoLelyphl cOopa, 00paboTKH, XpaHeHHs U Tepefadn HH(popManuu;
Ocuerembl U cpejcTBa 3amUTel HHOOPMALHH, OOLEKTHl M MOMELICHHS, B KOTOPBIX pasMelleHbl
cpejicTBa 00paboTku HHpOPMALIUH.



Lean obecneyenns nupopManuoHHoii He30macHOCTH
OcHoBHoii nensio obecnevenns nadopmanmuonnoii 6esonacaoctn MBJIOY  sBnsiorcs nelcTBus
HAllpaBJICHBI Ha JOCTHXXEHHE 3alUUTBl CyOBEKTOB HH(OPMAIMOHHBIX OTHOLICHHH OT BO3MOMKHOTO
HaHECEHUs MM MAaTepHAIBHOTO, ()M3MYECKOTO, MOPAJbHOTO WM HHOrO yuiepba, M0CpeacTBOM
CJIyYaiHOTO HIJIH NPEAHAMEPEHHOTO BO3/IeHCTBHS Ha HHPOPMALIUIO, B TOM YHCJIE:
Ocobmonenus MpaBoBOro pekuMa HCHOIB30BAHHS MAacCHBOB M CPEICTB 00paGOTKH MHBOPMAIHH;
UnpenorBpamienus  peaiusauuu  yrpos 0Ge3omacHOCTH HMH(OPMAlMH TpH  OCYIIECTBICHHH
nesrensHoctd MBJIOY .
3anauun obecrievenusi HHGOPMANMOHHOIT 6e30MacHoCTH
Hoctmkenne ueneit obecneyenns MHPOPMAMOHHOI OE30MaCHOCTH M CBOWCTB MHpOpPMAINH,
MBJ1OY pemaercs ciaeayonmmMu 3ajauamu;

03auTe! OT HECAHKIIMOHMPOBAHHOTO J0CTYIA K HH(POPMAIMOHHBIM pecypcaM;
Opasrpannyenust 10cTyna nonb3osaresneil K HHQOPMALMOHHBIM, AlMAPATHEIM, TIPOIPAMMHBIM M HHBIM
pecypcam;
Uperucrpaunn u nepuomMyueckoro KOHTPOs ASHCTBHIA MoJb30BaTeNnel mpu o6paboTke 3aipmaeMoi
MH(OPMALMK M EPUOIUYECKHH KOHTPOIIbL KOPPEKTHOCTH X JCHCTBHIA;
UKOHTPOJIS EIOCTHOCTH CPe/ibl MCTIONHEHHS IPOrPAMM H €€ BOCCTAHOBJICHHE B CIIyuae HapyIIeHHUS;
OoGecrieyennss  ayTenTH(UMKamm ¥ WIeHTH(QHKAUMA  TONB3OBATENel, YYaCTBYIOUMX B
HH(}OPMaITMOHHOM OOMeEHE;
Oobecrneuenust nenpaBHOCTH NpUMeHsieMbIX B HH(pOpMalMoOHHBIX cucTemax MBJIOY  cpencts
3alMThl HH(pOpPMaLIHK;
OcBoeBpeMEHHOTO BBISBJICHHE HCTOYHHKOB yrpo3 Ge30MacHOCTH HHOPMAIMH, TPHIMH H YCIOBHIl,
CIIOCOOCTBYIOUIMX ~ HAHECEHMIO  yllepbda 3aMHTEPECOBAHHBIM  CYOBEKTAM  MH(OPMAIHOHHBIX
OTHOIIEHUH;
Ocosnannem ciy)Obl MOHMTOPHHIA M PEarHpOBAHMS HA Yrpo3bl Ge30MacHOCTH HHGOPMAILMH U
HEraTUBHLIE MTOCIIENCTBHA, '
UcosnanneM ycrnoBuil JUlsi MHHMMH3ALHH HAaHOCHUMOIO ylep6a HempaBOMEpPHBIMH JEiiCTBHAMH, H
YCTpaHEeHHE MOCICACTBUI HapyieHus MHpopMaoHHoi Oe3omacHoctd B MBJIOY

Perienue sonenepeuncnennbix 3agad B MBJIOY ocyuiecTsisieTcst MocpecTBOM:
Oyuera Beex nojuresxanmx 3amuTe HHGOPMAIHOHHBIX PECYPCOB;
[bxypHaIMpoBaHus JIeHCTBUH epcoHalia, OCYIIECTBISIONEro 00CIy)KUBaHHE M MOAH(MUKAIIIO
NPOrpaMMHBIX H MPOrPaMMHO-AINapaTHBIX CPEJICTB HH(POPMALIMOHHBIX CUCTEM;
OpernamenTainn npoueccos obpaborkn uHdopmanuu, aeiicteuii paGOTHHKOB — JEeTCKOro caga
OCYIIECTBIIAIOUIMX IKCIITYATALHIO IPOrPaMMHBIX M IIPOrPAMMHO-ANMapaTHBIX CPEJCTB, HA OCHOBE
YTBEPHK/ICHHBIX ~ OPraHU3alHOHHO-PACTIOPAIUTENLHBIX JIOKYMEHTOB 110  3alTe HMH(pOpMaluy;
UnasHaseHust W MOATOTOBKOH PAaGOTHHKOB, OTBETCTBEHHBIX 3a OPraHM3AIMIO H OCYIICCTBICHHE
MEPONpPHATHH 110 obecneyeHnio MH(OPMAlMOHHOM Ge30macHOCTH B JeTckoM cany ; OHamerenus
Ka)k10r0 pabOTHHKA MWHHMAJIbHO HEOOXOAMMBIMH IpaBaMH NpH paboTe B HHAOPMALMOHHOI
MH(PACTPYKType COMIACHO UX JOBKHOCTHBIM 00S3aHHOCTSIM;
Ocobmonenus BceMu pabOTHHKAMH, 3KCIUTYaTHPYIOUMMH M 0GCITYKHBAIOMIMMA [pOrpamMMHBIE U
[pOrpaMMHO-alIapaTHbIe CPEACTBA, TPEOOBAHUI OpPraHU3aMOHHO-PACTIOPSIUTELHBIX JOKYMEHTOR
1o Bonpocam obecnedenust HHPOPMALMOHHON GE30M1aCHOCTH;



- OnepcoHallbHO OTBETCTBEHHOCTBIO Kak/10r0 pabOTHHKA 32 CBOU JAEHCTBHSI, YUaCTBYIONIETO B PAMKAX
CBOUX (DyHKLMOHANBLHBIX 00A3aHHOCTEH B Tpolieccax aBTOMATH3UPOBAHHOI 06paboTkn HHpOpMAIHH
H HUMEIOIIETO JOCTYII K pecypcaM HHPOPMALMOHHBIX CHCTEM;

Upeanusauuenl TEXHONOTHYECKHX IPOLECCOB 00paboTKH HMHOOPMALMH ¢  HCIOJNB30BAHHEM
KOMIUIEKCOB ~ OPraHM3allMOHHO-TEXHMYECKMX  MEp  3alllUThl  NPOrPaMMHOr0  oOecreyeHus,
IPOrpaMMHOAMNMapaTHbIX CPEJICTB;

Onpusitust Mep no oGecneveHno GU3NUECKOH 1ETOCTHOCTH MPOrPaMMHO-ANTAPATHBIX CPEICTB
HH(OPMANMOHHBIX CHCTEM M HOJIEPIKAHHEM HEOOXOMMOr0 YPOBHS 3alMIIEHHOCTH KOMIIOHCHTOB,
Oucnonb30Banust MPOrpaMMHBIX M TIPOrPAMMHO-ANNAPATHBIX CPEACTB  3AlHTHI uHdopmaru
00pabareiBaeMOM B JIETCKOM Caly U aAMHHUCTPATHBHOMN MOMIEPIKKOH HX HCIIONB30BAHMUSE,

UxoHTpolIst COOMOAEHHS MOJIb30BaTe/IIMH HH(OPMAIMOHHBIX cHCTeM TpeGoBaHHil 1o o6ecrneueHnio
uHpopManoHHoi Ge3omacHoCTH;

Onposesenusi anammsa 5>QQeKTMBHOCTH NPHHATEIX Mep 3alUThl MH(QOPMAIMH M IIPUMEHSEMBIX
CPEJICTB 3aIUTBl HH(POPMAIHH B ICTCKOM Ca/Ly

OpaspaboTku i peayu3aluu MPeIOKEH I 110 COBEPIICHCTBOBAHMIO CHCTEM 3aIUTH HHYOPMALIHY B
JETCKOM cajy .

3 IPUHUHUITBI OBECIIEYEHUSI TH®OPMAIIMOHHOM BE3ONTACHOCTH

Obecrieyenue MHPOPMAIMOHHOI GE30MACHOCTH, JOMKHO OCYIIECTBISTLCS B COOTBETCTBHH CO
CJIE/IYFOIMMH OCHOBHBIMH TTPHHIMITAMMU:

Ipunuun 3akouHocTn

[Tpn BEIGOpe MeponpusTHii 10 3ammTe MHQOPMALMH, OMKHO COGIIONATHCS JEHCTBYIOLEE
3aKoHO/aTeNbCTBO Poccuiickoit @eaepaimu B cdepe 3ammTsl HHPOPMAIHH.

Bee paGoTHHKM JOMKHBI MMETH TpejcTaBieHHe 00 OTBETCTBEHHOCTH 3a [IpaBOHApPYIIEHUs B
cepe samuTel nudopmarmy. [TporpaMmuo-annapaTHble CpeicTBa, NPUMEHIEMBIE B Y JIETCKOM cany |
AOJUKHBL MMETh  COOTBETCTBYIOIIME JIMLEH3UH, OQUIMAIBLHO NPHOOpPETaThesl y IpeacTaBUTeNei
pa3paboTYMKOB 3THX CPEICTB MIIH SBISITHCS HHTEIIEKTYaTbHOM COOCTBEHHOCTBIO JIETCKOTO cajia .

Ipunomn cucreMHocTH

Ilpr cosjaHun cucTeMBbl 3alMTHl JOMKHBI yYHTHIBATHCS AKTyalbHbIE YIPO3BI OE30MACHOCTH
HH(OPMALKH, BO3MOKHBIE 00BEKTbI H HANPAB/IEHHS aTak Ha Hee CO CTOPOHbBI HapywuTesei. CucteMa
3alIATBI I0JDKHA CTPOMTEBCSA C YYETOM HE TOJIBKO M3BECTHBIX KAHAIOB YTeUKH MH(OPMALHH, HO U C
YHCTOM BO3MOXKHOCTH MOSABJICHUS! HOBBIX YS3BUMOCTEH B mporpaMmmHoM obecniedenuu. Ilpunmmn
KOMILIEKCHOCTH

KommiekcHoe uemonb3oBanne cpeficTs 3auThl MHGOPMAIMH MPEAIIONATAET COIACOBAHHOE
MPUMCHEHUE NPH MOCTPOCHUH LETOCTHOH CHCTEMBI 3alIUTHI, IEPEKPBIBAIOINEH BCE CYIECCTBEHHbBIE
Yrpo3sl 6e30macHocTH HHpOpMalUHy. 3alHTa J0JKHA CTPOMTHCS JIIeTOHHpOBaHO. DH3MYecKas 3alHTa
JIoTKHA 00ecTeynBaTbCs (PU3MUECKUMHU CPEICTBAMH 1 OPTAHU3AIMOHHBIMH MEPaMH.

Ilpu mocTpoeHnn, BHEAPEHHH M OKCILTyaTAllMH CHCTEMbl 3aUIMTBl HHQOPMAIMH PYKOBOACTBO
I'bJIOY nerckoro cana Ne63 obecreunBaer ycnoBus s s dexTuBHON KoOpMHALMHE NeHCTBHI Beex
JIUIL, 00eCnednBaIOIINX HHYOPMALIMOHHYIO 6E3011aCHOCTb.

[IpuHINN cBOEBpeMeHHOCTH

PaspaGoTka cuctempr 3ammThl HHGOPMALMH JOKHA BECTHCH MAPALIENBHO C pa3paboTKoii u
MH(pOPMALMOHHON CHCTEMBI. DTO MO3BOJIUT yuecTh TpeGoBaHHs Ge30MacHOCTH NP IPOEKTUPOBAHUH
APXUTCKTYPBI M, B KOHEYHOM cueTe, co3jarh Oosnee d(exTHBHBIC MH(YOPMALMOHHBIE CHCTEMBI,
obanaromme JocTarOuHbIM YPOBHEM 3alIUILEHHOCTH.



ITpuHuHn NpeeMcTBEHHOCTH

[TOCTOSIHHOE ~COBEPIIEHCTBOBAHME MeEp W CPEACTB 3allMThl HH(POpMAUMH Ha OCHOBE
IPEEMCTBEHHOCTH OPraHM3allMOHHBIX M TEXHHYECKMX pCIUCHMil, KaIpoBOrO COCTaBa, aHaiu3a
()yHKIMOHHPOBAHUA HH(OPMALMOHHBIX CHCTEM H CHCTEMBI €€ 3alIMTHI C Y4ETOM H3MEHEHUH B METO/aX
W CpeJICTBaX TepexBaTa HHOpMAalii, HOPMATHBHBIX TPeOOBaHUii 110 3aluTe HHPOPMALIHH.

I puHIHI 10CTATOYHOCTH

CoOTBETCTBHE YPOBHs 3arpar Ha obecniedeHre MH(OPMAHMOHHOH 0€30IMacHOCTH M LEHHOCTH
MH(POPMALMOHHBIX PECYPCOB Ha BETHYMHY BO3MOKHOIO yluepda OT MX pasrialleHus, YHHUTOKEHUS U
pckakenus. Mcronpdyemple Mepbl M CPEACTBA 3AIMTHl MHPOPMALMH HE JIOJKHBI YXYALIATh
SProHOMHYECKHE [T0Ka3aTe/Id KOMIIOHEHTOB MH()OPMALIHOHHLIX CHCTEM.

IIpuHUHI OTBETCTBEHHOCTH

Bo3jiokeHHe OTBETCTBEHHOCTH 3a obecnedyenue Ge3onacHocTH HHGOpMalu 1 ee 00paboTKH Ha
Kask710r0 pabOTHHKA B [Ipe/e/iax ero MoJIHOMOYHI. B COOTBETCTBHH € HTHM IPHHIUIIOM paclipe/ieieHHe
npas 1 00A3aHHOCTEH pabOTHHKOB CTPOUTCS TAKMM 00pa3oM, 4ToObl B clyyae Jilo00ro HapymeHus Obii
M3BECTEH HapYyIIHTEb.

IpuHIEn 060CHOBAHHOCTH H TeXHHYECKOI peain3yeMocTH

MupopmaninoHHble TEXHOJIOTHH, IPOrpaMMHBIE H IIPOrPaMMHO-AIIapaTHBIC CPEJICTBA, MEPBI
3aIUTHl HHGOPMALIUK JI0JBKHEI OBITH PeaaH30BaHbI 10 COBPEMEHHEIM PEIICHUAM, 000CHOBAHbI €
TOYKHM 3pEHHS JIOCTHIKCHHUS 3aIaHHOTO YPOBHS 3allMIIEHHOCTH HH(YOPMALMH 1 S5KOHOMHYECKOH
1eJ1eco00pa3sHOCTH, a TaK’Ke COOTBETCTBOBAThH YCTaHOBJIEHHBIM HOpMaMm u

TpeGoBaHUSIM 10 0€30MaCHOCTH HH(OPMAIIHH.

Ipuuuun npodeccnonaausma

Peanuzanus Mep 3amuThl HHGOPMAIMK ¥ SKCIUTyaTaIls CPEJICTB 3aIUThl HHOpMAUK J0JDKHA
OCYIIECTBIATHLCS MPOPecCHOHAIBHBIMU CIICIIHATUCTAMH.,

I[IpuBneueHne CreUaIN3HPOBAHHBIX OpraHH3aluil K pa3paboTke CPeACTB U peann3aluum Mep
3amMThl MHQOPMAIMH, TOATOTOBICHHBIX K KOHKPETHOMY BHIY JEATEJBHOCTH 10 00ecTedeHHro
Ge30macHOCTH MH(POPMAIMOHHBIX PECYPCOB, HMEIOILIMX OMbBIT MPAKTHUECKOH paboThl M JIMICH3HH HA
IIpaBO OKa3aHWs yCIIyT B 3TOH obnacTu.

I puHIHI MEHIMI3AIHNA NPHBHJIETHIl MoJIb30BaTe e

Obecrnieuenue Moabp30Bare/Iei NPUBIIETHAMH MUHUMAJIBHO JIOCTATOYHBIMH IS BBINOJIHEHHS HMH
CBOMX JIOJDKHOCTHBIX 00A3aHHOCTEMH B IETCKOM Caly .

4 OCHOBHBIE TPEBOBAHMS 110 3AINUTE MHO®OPMAIIMH OT'PAHUYEHHOTI'O
JOCTYIIA

Cucrema 3amyThbl MHpOPMALMK JOJDKHA TPEAYCMaTpUBaTh KOMILUIEKC OpraHH3allMOHHBIX,
MPOrpaMMHBIX M NIPOrPAMMHO-AMIAPATHBIX CPEACTB W Mep M0 3amuTe MHMOpMaLMK B Mpolecce ee
00paboTkH.

Boinonnenue TpeGoBaHuil IOCTHIAETCs 3a CUET peal3alui Ha 00bekTax HH(opMaTH3aluu Mep
1o 3aumre HHpopMaIHH:

OupentuduKkanuy 1 ayTeHTHPUKALUHA cyOBEKTOB 10CTYNa H 0OBEKTOB J0CTY A,
OymnpasieHnio A0CTYIIOM CyOBEKTOB I0CTyTIa K 00BEKTaM JI0CTYa;
Oorpann4eHuIo IporpaMMHOil Cpe/ibl;

O3amure MAIIMHHBIX HOCUTEJIEH NEPCOHAJIBHBIX JaHHbIX;

Operucrparuu coObITHIT OE30MACHOCTH;

OaHTHBMPYCHOI 3aluTe;



.OoGHapyKeHUIO BTOpKEHHUI;
OxoHTpOIIO (aHaIK3Y ) 3alllMIIEHHOCTH EPCOHANIBHBIX JTaHHBIX;
UobecnieyeHHIO HEJI0CTHOCTH HH(OPMAITMOHHOM CHCTEMBI H TMTEPCOHANBHEIX JaHHBIX,
OobecrieyeHHIO JOCTYITHOCTH MEPCOHATBHBIX JAHHBIX;
O3amuTel cpe/ibl BUPTYATU3AIHH;
03ammuTe! TEXHUYECKUX CPEJICTB;
O3ammTel HHPOPMAIMOHHON CHCTEMBI, €€ CPEJICTB, CHCTEM CBA3H M NEpeadyl JAHHbIX;
OBBISBICHHIO HHIIU/ICHTOB U pearipoBaHHe Ha HUX;
Oynpasienuio koHdurypamueil MHOOPMAIMOHHON CHCTEMBl M CHCTEMBI 3all[UTHI MEPCOHAIBHBIX
AaHHbIX
JIeTCKUH can , Kak odmajaaresib HHpOPMAIMK OrPaHMYEHHOTO JOCTYIA, NMPH OCYIIECTBICHUH
CBOMX ITpaB 00sA3aHO:
Ocobmonars mpaBa M 3aKOHHBIE HHTEPECHI HHBIX JIHIL;
OnpunumMath HEOOXOAMMBIE MEPBI M0 3aluTe HHPOPMAIIHK;
Oorpanu4uBarh 10CTYN K HH(pOPMAIIHH, €CiH Takas 00S3aHHOCTh YCTAHOBIICHA 3aKOHO/IATENILCTBOM
Poccuiickoii denepanmm.
B Tom 4mcne  jerckmii caj , BIpaBe eciM MHOE HE MPEIyCMOTPEHO 3aKOHOJATEIBCTBOM
Poccuiickoit ®enepariuu:
Opaspemiath win orpaHuumBarh D0CTYyH K MH(OPMAIMH, ONPEIEIATh MOPAIOK M YCIOBHS TAKOIO
JIOCTyIa;
Oucronp308ath HHPOPMALHIO, B TOM YHCIIE PACTIPOCTPAHATH €€, 110 CBOEMY YCMOTPEHHIO;
OnepeaBare MHPOPMALUIO APYTHM JIMLAM HA YCTAHOBJIEHHOM 3aKOHOAATENIBCTBOM POCCHIICKOI
denepallid OCHOBAHUU;
Osaumumars ycTaHoBIEHHBIMU 3aKOHO/ATENIbCTBOM Poceniickoit denepauun crnocobamu cBoM npasa
B CJIyYae HE3aKOHHOTO MOy4YeHHs MH(OPMAIMK WK €€ He3aKOHHOTO HCITOIB30BaHMs MHBIMH JIHIIAMH;
OocymecTiasars HHBIC AeicTBHA ¢ uH(OpMaliieit uiM paspelars OCYIIECTBIEHHE TaKuX ACHCTBHIL,
©CJIH 9TH JICHCTBHS HE TPOTUBOpEYaT (heJiepabHbIM 3aKOHAM H IPYTHM HOPMATHBHO-IIPABOBBIM aKTaM
Poccuiickoit ®eneparyu.
Bammra  WHGOPMALMKM  OrPaHMYEHHOIO  JOCTYNA  HPEACTaBiseT  coboil  NMpHHATHE
OpraHH3alMOHHBIX M TEXHHYECKHUX Mep, HalpaB/IeHHbIX Ha:
OcobGmonenne  koHpuIeHUMaTLHOCTH HHPOPMALIMKE  (MCKIIOYEHHE HENpPaBOMEPHOTO  JIOCTYIIA,
KOITHPOBAHHUA, MPEIOCTABIEHHUS WM PACIIPOCTPAHEHHs HHPOPMALIHH);

OoGecnevenne 1enoCTHOCTH MHMOPMAIMH  (HCKITIOYeHHE HEMPaBOMEPHOTO YHUYTOXEHHS WJIH
MOIHUIMPOBAHUS HHPOPMALIHN);
Upeamusauiio npasa Ha J0CTyn K MHGOPMAIMH (MCKIIOYEHHE HENPAaBOMEPHOTO OIOKHPOBAHHS
uHpopMaIm).
Cpencrsa 3aumthl MHOGOPMAIMH BHEJAPSIOTCS 110 PE3y/lbTaTaM [POBEJEHHsS OLEHKH PHCKOB
MH(POPMAIMOHHOH O€30TMacHOCTH.
Opranuzanus 3amuTel HHGOPMALHH
[Tpn opranusaimu B IETCKOM cajly 3alliTbl HHPOPMALMH, JIOJKHBI BBITOTHATLCS TPeOOBaHHS
Degepanbroro 3akona ot 27.07.2006 Ne 149-D3 «O6 unpopmannn, HHPOPMAIMOHHBIX TEXHOMOTHAX 1
0 3aIIUTe UHPOPMALIMK Y, KOTOPBIE PETYIUPYIOT OTHOLICHHUS, CBA3AHHBIE ¢ YCTAHOBJICHHEM, H3MEHEHHEM
H TIpeKpalieHneM pexnuma o0paboTku 3aumiaeMoit nHdopmanuu. B Tom uncie TpeGoBanus o 3ammure



MHpOPMALMK, HE COCTAaBIAIONIEH TOCYAapCTBEHHYIO TaiiHy, comepiamleHcsis B TOCYJapCTBEHHbBIX
MH(OPMALMOHHBIX cHCTeMax yTBepixzeHHble npukazom PCTIK Poccun or 11.02.2013 Ne 17 «O6
YTBEPKJACHHH TpeOOBaHUH 0 3ammTe MHOOPMALHMH, HE COCTABISIOWIEH TOCYIapCTBEHHYIO TaiHYy,
COZEpkKAIICHCS B TOCYIApCTBEHHBIX  MH(OPMAIIMOHHBIX  CHCTEMax» Ul TOCYJAPCTBEHHBIX
HH(pOPMALMOHHBIX CUCTEM 110 KOTOPBIM  JIETCKHMIA cajt sBiseTcs OnepaTopom.
B zerckom cany nomumo peanmsaiuu OCHOBHBIX MEp 3alUThI HH(OPMAIIMH OCYIIECTBIISETCS:
OperynsipHast olleHka M yIpaBleHHe PUCKaMH HH(OPMAIMOHHON GE301acHOCTH B COOTBETCTBHH C
YCTAQHOBJICHHBIMH I1POLIEypaMH B 00IaCTH YIPABJICHUS PUCKAMH;

Oundopmuposanue, oOyyenue u nopbilieHue KBanuQukanny paGOTHHKOB JIETCKOTO cafa B cepe
HHPOPMAHOHHOH 0e30I1aCHOCTH;

OmeTouyeckas momots paboTHHKaM B Borpocax obecredenus HHPOPMAIHOHHOI Oe3onacHOCTH;

Uanasus i MOMCK BO3MOXKHOCTEH 110 TIOBBIIEHHIO YPOBHS 3alMIEHHOCTH HH(OPMALIHH.

Jlist oprannsanuy 3amuThl HHOOPMALMK, JIETCKHIl caJl  BIPABe IPUMEHATH CPeNCTBA U METO/IbI
TEXHHUYECKOH 3alMTBI, IIPENPUHUMATD JIPYIHe, He NPOTHBOPEYAlNe 3aKOHONATENBCTBY Poccuitckoi
Denepanyu, MepeL.

B pamkax obecrieyenns 3ammrTel HHGOPMALMK, B paMKaX TPYIOBBIX OTHOIICHHH HEOGXOIMMO
O3HAKOMHTB MO/l POCIHCH PAbOTHUKOB, JOCTYN KOTOPBIX K MH(OPMALMM OrPaHHYEeHHOTO JlocTyra,
HEOOXOIMM JUIsl BBITIOJIHEHHsSI MMH CBOMX JIOJDKHOCTHBIX 00si3aHHOCTEl, ¢ nepeuneM HH(popMaImu
OTPaHHYCHHOrO I0CTYNA, M NPUHATBIMM B JICTCKOM Cajly MepaMH 3allliThl HHpOPMAaIHH.

OcobennocTH 321N THI EPCOHAIBHBIX JAHHBIX

llpu opranmsauun oGpaboTku B NETCKMH caj NEPCOHANIBHBIX JaHHBIX HEOOX0IHMO
PYKOBOJCTBOBaTLCs TpeOoBanuaMH DeiepanbHoro 3akoHa ot 27.07.2006 Ne 152-D3 «O NEPCOHANIbHBIX
JAHHBIX ).

[lepeyens mep, BBIMOJIHEHHE KOTOPLIX O0ECEUMBACT — JETCKMiA caq B KauecTBe oleparopa
NIEPCOHAILHBIX JIAHHBIX, J0JKEH BKIIIOYATh:

Onaznauenue B ACTCKOM cajly OTBETCTBCHHOIO 3a Ooprainu3i3armro OGpﬂGOTI{H IIEPCOHAJIBHBIX JAaHHBIX,

Opa3spaboTky JOKYMEHTOB, ONpPENEIAIONINX TNPABHIA B OTHOIICHHHU 00paboTKH TepCOHANBHBIX
AZHHBIX B JICTCKOM Cajly , TOKaJIbHBIX aKTOB 110 BOIIpocaM 00paboTKH MEePCOHANBHBIX JIAHHBIX;

UnpuMeHeHHE  OPraHM3alMOHHBIX M TEXHHYECKHX MEp [0 O00ECHEYeHHIO Ge30MacHOCTH
[ICPCOHAJIBHBIX TAHHBIX B COOTBETCTBHH O cTaThel 19 MenepansHoro 3akona ot 27.07.2006 No 152-
@3 «O nepcoHaNbHBIX JAHHBIX»;

OBeironHenne TpeGOBaHMI 110 COCTaBY M COMEPIKAHMIO OPraHM3ALUOHHBIX H TEXHHUECKHX Mep 110
obecrieyeHno Ge30MaCHOCTH TIEPCOHATBHBIX JAHHBIX npu ux oOpaboTke B HMH(POPMAIHOHHBIX
CHCTEMax MEPCOHAIBHBIX JIaHHBIX yTBepIEHHBIX [Ipukazom OCTIK Poceuun ot 18.02.2013 Ne 21
«O0 yTBep)KIEHHH COCTABA U COJICPKAHMS OPraHH3AMOHHBIX M TEXHUUECKHX Mep no obecrieueHHo
0e30MacHOCTH MEPCOHATLHBIX JIAHHBIX IIPH  HX 00paboTke B HHPOPMALMOHHLIX CHCTEMaX
[EPCOHATBHBIX JIAHHBIX»;

Oonenky Bpexa, KOTOpEI MOXKeT GbITh NpUuUMHEH CyGheKTam NePCOHABHBIX JAHHBIX B Cllydyae
Hapymenus Pexepanbroro saxona Ne 152-03, cOOTHONIIECHHE yKa3aHHOTO Bpejla ¥ IIPHHUMAEMBIX
OTIEPATOPOM MEp, HAINPABICHHBIX HA 00CCHeYeHNE BBINOJHEHHS OOsM3aHHOCTEH, Mpe/yCMOTPEHHBIX
DenepanbHbM 3akoHOM No 152-073;

Uosnakomiierne pabOTHHKOB JIETCKOrO €aja , HEMOCPENCTBEHHO OCYIIECTRIIONIHX o0paboTky
ICPCOHANLHBIX  TAHHBIX, €  NOJIOKEHHSAMH  3aKkoHozmatesnbcTBa  Poccmiickoit  Menepanuu o
[ICPCOHATIPHBIX  JIAHHBIX, B TOM 4YHCle, TpeOOBaHMUAMM K 3allATEe NEPCOHATBHBIX JAHHBIX,



JOKYMEHTaMH, ONPEACIISIONMMHE  TpeOoBaHMs JIETCKOro caja B OTHOIIEHUH 00paboTKu
NEePCOHANIBHBIX JIJAHHBIX U 00yueHHe, IPU HeOOX0IMMOCTH, YKa3aHHBIX pabOTHHKOB.

Obecneyenue 6€30MaCHOCTH MEPCOHABHBIX JAHHBIX JOCTHIAETCS, B YACTHOCTH:
Oomnpenenenuem yrpos u Hapymmreneii 6e30nacHOCTH MEPCOHANBHBIX JaHHBIX MU MX 00paboTke B
HH(pOPMAIMOHHBIX CHCTEMAX MEPCOHANBHBIX JAHHBIX;

Uonpe/ie/ieHHeM ypOBHS 3alllMIICHHOCTH IEPCOHAIBHBIX JAHHBIX B COOTBETCTBHH ¢ TpeGOBAHHAMH
[locranosnenus Ipasutenscra Poceuiickoit ®epepaunn ot 01.11.2012 Ne 1119 «O6 yTBepskaeHuu
TpebOBaHHi K 3alIUTE NMEPCOHANBHBIX JaHHBIX MPH UX 00paboTke B MH(OPMALHOHHBIX CHCTEMAX
MEPCOHANILHBIX JIAHHBIX»;

OnpumeneHneM MpoIeINX B yCTAHOBICHHOM MOPSI/IKE TIPOLEAYPY OLEHKH COOTBETCTBUS CPE/ICTB
3alU Tl UHPOPMALIHH;

Oouenkoi 5Q(peKTHBHOCTH NPUHUMAEMBIX MEp MO0 3allMTe NEePCOHANBHBIX JAHHBIX JIO BBOJA B
IKCILIYATAINIO HHOPMAIMOHHOM CHCTEMBI IIEPCOHANIBHBIX TaHHBIX;

UBOCCTaHOBJICHHEM MEPCOHANBHBIX JAHHBIX, BCJIEACTBHE TMOMyUYCHHS HECAHKIHOHHPOBAHHOIO
JOCTyTa K HUM;

UycTaHoBICHHEM PABWII IOCTYTIA K IEPCOHATIBHBIM JAHHEIM, 06pabaThiBAEMBIM B HH(OPMALHOHHBIX
CHCTCMAaX TEPCOHAJILHBIX JAaHHBIX, a TaK)Ke 00eCIedYeHHEeM PErucTpallid M y4eTa BeeX ACHCTBHIA,
COBEPILAEMBIX € NIEPCOHANBLHBIMU JAHHBIMU B HH(POPMAIHOHHBIX CHCTEMAaX IEePCOHAIBHBIX JaHHBIX;
OkoHTpoJIeM 3a IPHHAMAEMBIMH MEPAMH 110 3allUTe NEPCOHATBHBIX IAHHEIX H ONPEIEICHHOTO YPOBHA
3AlIMIIEHHOCTH HH(OPMAUMOHHBIX CHCTEMAX MEPCOHAIBHBIX JAHHBIX B IPOLECCE €¢ IKCILTyaTalH .

- OCHOBHBIE TPEBOBAHUSI K TIPOLECCAM OBECIHEYEHUSI
UH®OPMAIIMOHHOM BE3OMMACHOCTH

Metoanueckoe pykoBOJACTBO, pa3spaGoTKy pelleHHil M0 3aumTe HHOOPMAIMM, CONIACOBAHHE
BLIOOPA CPE/CTB BBIMMCINTE/ILHON TEXHHKH, MPOrPAMMHBIX M [POrPAMMHO-ANTIAPATHBIX CPEICTB
3AIUATB] HHOPMALUK, OPraHU3allkio pPaboT M0 BBISABJICHUIO BOSMOKHOCTEH M TIPEyIIPEICHHIO Y TeUKH
H CBONCTB 3allMINaeMOil HH(OPMALMHK, aTTECTAUHIO OOLEKTOB HH(OPMATH3ALMH OCYIIECTRIISIOT
COTPYAHHKH JIETCKOTO caja (ynoJIHOMOYECHHBIE).

Pusnyeckast 6e30MACHOCTD

lIpuHsTEIE OpraHM3alMOHHbBIC M TEXHHYECKHE Mephl 110 3allMTe TTOMEIIEHHH  JeTCKOro caia
CEPBEPHOIO U KOMMYTAllHOHHOT0 000pYy/I0BaHHS, AaBTOMATH3MPOBAHHBIX PabouMX MECT I10JIb30BaTeei
HH(OPMALHOHHBIX CUCTEM  JIETCKOTO cafia 00eCHeYMBAIOT Pealt3aluIo CIE/YIONHNX Mep 110

Opasrpannyenuio noctyna padorHukos B nomemenns I'BJIOY nerckoro cajga Ne63 B COOTBETCTBUH ¢
UX TIOJTHOMOYHMAMH M JIOJKHOCTHBIMH 00S3aHHOCTAMH;

Operncrpaunn  paxioB Bxoma paGOTHHKOB B IIOMEIIEHHS B KOTOPBIX BeJETCS obpaboTka
[EePCOHAILHBIX TAHHBIX;

OxonTposnupyemomy npebbisannio moctoponnnx jmi B 'BJIOY nerciom caay Ne63 B momemenus, B
KOTOPBIX BejieTcst 00paboTka MH(OPMAIMK OrPaHHYEHHOrO JOCTYNAa W pa3MElleHbl anmapaTHble
cpencTBa HH(POPMALMOHHON CHCTEMBL;

Oopranusanuu pexuma KOHTPOIHPYEMOT0 BHOCA/BEIHOCA Cpe/IcTB 06paGoTKH UH(pOpMAIIHH.
[Tomerenust JIOY nomkHb! GBI 060PY/I0BaHbl IETEKTOPAMH OTHS M JIbIMA, OTHETYIIHTE/AMH,
CHCTCMaMH KOHJIMIIMOHUPOBAHKS BO3/yXa, CPEACTBAMHU OXPAHHO-IIOKAPHON CHIHAIU3AIHH.
OcHOBHOE cepBepHOE M KOMMYTALMOHHOE OOOPYIOBaHME JETCKOTO caaa  JIOJKHO OBITH
3AIHIICHO OT nepeboeB B 0/1a4e 3IeKTPOIHEPIHH Iy TeM MOAKIIOUEHHS K SIEKTPOCETH ¢ TPHMEHEHHEM
MCTOYHHKOB OecriepeGoHHOro NUTaH|s M PE3EPBHOTO Jiu3erb-reHeparopa. Mctounuku Gecrepeboiinoro



IUTAHHUsL HEOOXOMMO PEry/IApHO TECTHPOBATh H MPOBEPATH YIOJHOMOYEHHBIM paboTHHKam JIOY B
COOTBETCTBHH C PEKOMEH/IAIIMSIMH ITPOU3BOIUTE]IH.

[lopraruBHBIE TEXHUUYECKHE CPEJICTBA HE JOJDKHBI OCTABATHCS 3a NpeeaMH KOHTPOIUPYEMOil
30oub1 JJOY 6e3 KoHTpOJIst cO cropoHb! paboTHrKoB JJOY.

besonacnoers na padouem mecre

3anpewaercss BeCTH 3alUCh Iapoieil B OTKPHITOM BHJE Ha MaTepHAlbHBIX HOCHTENs, 3a
HCKITIOYEHHEM CJTy4aeB, perilaMeHTHPOBAHHBIX METO0B XPaHEHHS.

JIoKyMeHTBI ¥ HOCHTENM ¢ MH(OPMAlHEll OrpaHMYeHHOrO JOCTyNa OIDKHBI YOHpAaThes B
orneyarbiBacMble MecTa (Ceii(bl, mikadpl 1 T.11.), pu yxoze ¢ pabovero Mecta. Ha aBToMarn3upoBaHHOM |
pabodem mecte [Monb3oBarens paGouas ceccust 10/5KHa OBITH TpepBana, PaGoUnii CTO 3a0JI0KMpOBaH.
Bxoa nonb3oBarenist B cCHCTEMY He JIOJIKEH BBINTOIHITHCS aBTOMATHYECKH.

JlokymeHTEl, cofepaliue HHHOPMALIHIO OrPaHHYEHHOTO A0CTY A, AOJKHBI CPasy H3bIMATHCS U3
NeYaTalONMX YCTPOHCTB. Jlist yTHIN3alnK KOH(HIEHIIHAIBHBIX I0KYMEHTOB, IOJKHBI HCIIONB30BaAThHCS
YHUYTOXKHTEIN JOKYMEHTOB HE HHKE 4 ypOBHsA 110 CTaHJapry Oe30MmacHOCTH, IPHMEHAEMOMY K
YHHYTOKHTENSIM JIOKYMEHTOB.

IIpn  ucnonb3oBanuM — MOOHMIBHBIX — TEXHMYECKMX — CPENCTB  HEOOXOMMMO  cOBIIONATH
AOTOIHUTEIIBHBIC MEPEI 10 PErTAMEHTAlNH U KOHTPOJIIO HCIIOIB30BAHHS B HH(OPMALIMOHHON CHCTEME
MOOHJIBHBIX TEXHUYECKHX CPEJICTB.

Haxoxaenue npeacraBuTencii  I0pHaMUecKHX JHMIL B paMKaX HCIOJHEHUS JOTOBOPHBIX
00513aTeNILCTB B [IOMENIEHHAX B KOTOPBIX BexeTcst 06paboTka HHGOPMALMH OrPaHHYeHHOTO Jloctyna
HH(pOPMALHOHHOM CHCTEMBI, BO3MOXKHO TOJIBKO B CONpoBokaeHn: paborauka ['BJIOY nerckoro cama
Ne63 momymennoro 1o 06paboTku Takoii urdopMarH.

Pasmemenye Texuuyeckux cpeacts BeiBoja nuopmannu B nomemennsax JI0Y mpoussogutes ¢
YYETOM HCKJIIOYEHHs BOSMOMKHOCTH BH3YaJIbHOIO MPOCMOTpa HHOPMAUHUH [TOCTOPOHHUMH JIMIAMH H
paboTHUKAMH, He JIOIYEHHBIM K paboTe ¢ JaHHOH HHpOopMaIHeii.

Texnndeckne cpejcTBa J10/KHBI Pa3MeIaThest H XPAHHTLCS TaKUM 06pa3oM, uToBbl COKPATHTD
BO3MOYKHBIH PUCK TIOBPEKIEHHUS H YTPO3bl HECAHKIIHOHMPOBAHHOTO J0CTYTIA.

Texnuueckoe obcayxuBanue 060py10BaHHs

Texunueckue cpencrea JIOY  Q0WKHBI NPOXOAMTH Ha PEryIApHOH OCHOBE CEpPBUCHOE
00CIIy)KHBAHUE B COOTBETCTBUM C PEKOMEH/IALIMSAMH TIPOU3BOIMTENIEH 060pyI0BaHHUS.

PeMOHT u cepBHcHOe oOciy)uBaHMEe OOOPYIOBAHHS JIOKHBI BBIOJHATHCS  TOJBKO
KBaJIM(PUIUPOBAHHBIMH CIIEIHATHCTAMH,

Texnmaeckoe o6eiysxnBanne 060PYI0BAHNS CTOPOHHAMH OPraHH3AIMAMHE He JIOIDKHO IPHBOAHTE
K PUCKY HapyILIeHHs KOH(PHUAECHIHATLHOCTH 3alHIIaeMON HHOPMAIIHH.

BiaumopeiicTBue ¢ TpeTbHMH JIHIAMH

B nemnsix obecnevenus undpopmanmonHoil Ge30nacHoCTH  JIeTCKHMI call  TIPH B3aHMOAEHCTBHM ¢
TPETEUMH JIMLAMH JIOJDKEH BBITOJIHATH CIIEYIOIIHE MEPONIPUATHSA T10:

O3akimoueHnio cornamenus o HepasriaeHud HHPOPMALIMH OrPaHHYEHHOTO JOCTYIa MOJYYEHHOMH B
X0J1€ HUCIIOJIHEHHSI IOTOBOPHBIX 0053aTEIILCTB;

OocymiecTBieHnio  KOHTPONA 32 JICHCTBHAME  IIPeJICTABMTENEH KOHTPATEHTOB B npejenax
KOHTpoJIMpyeMoii 30ub1 JIOV.

YnpasJjienne ;)kH3HEHHBIM UHKJIOM HH(OPMAIHOHHBIX CHCTEM

Meponpusitis B mpouecce KH3HCHHOTO UMKIA MH(MOPMAIMOHHBIX CHCTEM  JIETCKOTO caja
JIOJKHBL OBITH  HanpasieHbl Ha obecrnedenue 3amUThl MHGOPMAIMH TPH BBOZE B JelicTBHUe,
SKCILTyaTalluH, CONPOBOXKACHUM M MOIEPHU3AIMH, BBIBOJIA M3 SKCILTYaTaIHH.



~ OcnoBanueM npH pa3paboTke HHPOPMALMOHHBIX CUCTEM JIOJKHBI SBJISATHCSA PEMIEHUS PUHATHIE
Ha craauu GopmMupoBaHus TpeOOBaHMH, colepkale TpeOOBaHUA B TOM YHCIE 110 CHCTEME 3allUTHI
UH(pOpPMALIUH.

JIioboe nnaHupyemMoe K BHEIPEHHIO M3MEHEHHE HH(OPMALMOHHON CHCTEMBI MpEABAPHUTEIBLHO
JIOJDKHO OBITH TIPOAHAJIM3UPOBAHO HA COBMECTUMOCTh U OTCYTCTBHE HapylIeHHH paboTocnocoOHOCTH
CHCTEMHBIX KOMIIOHEHTOB B TOM YHCJI€ CPEACTB 3aIMThl HH(OPMALIHH.

PaboTel mo MojaepHM3auMHM HMH(OOPMALMOHHOH CHCTEMBl, B TOM YHCJIE 110 YCTAHOBKE
IIPOrpaMMHOI0 obecrieueHuss 1 OOHOBIEHHH, AODKHBI IPOBOAMTLCS B Hepabouee BpeMsi WIM Bpems
HauMeHbIIeH paboyell HArpy3KH.

Ilpy BBIBOZE M3 OKCIUlyaTalMd HMHGOPMAIMOHHBIX CHCTEM JODKHO 00ecreunBaThes
rapaHTHPOBaHHOE ynaneHue oOpabaTbiBaeMOi W XpaHUMOH B HUX MH(OPMAIMH C HCIOJIL30BAHUEM
CPEeICTB TapaHTHPOBAHHOTO YHHYTOXKEHUS WH(POPMALMM WIM NyTeM (HU3HUECKOTO YHHUTOKEHUS
HOCHUTeIeH HH(pOpMaLHH.

Bce mpouenypsr obecneuenus 3amurel MH(pOpMauuu, ycraHosieHHbie B JIOY B oTHOEHHH
MH(OPMAIMOHHBIX CHCTEM, JOJIKHBI BBITOJIHATHCA ¥ KOHTPOJIMPOBATHCA OTBETCTBEHHBIMH JIMIIAMH 32
opranusanuio padot 1o 3ammre HHGpoOpMaIuu.

Kontpoas nocryna k nHpopMalHOHHBIM CHCTEMAM

Bee paboTHHKM J1eTCKOTO cana , JI0IyIIeHHbIe K paboTe ¢ HH(GOPMAIHOHHBIMH CHCTEMAMH HECYT
[IEPCOHAIBHY IO OTBETCTBEHHOCTD 3a HAPYIIEHHU YCTAHOBICHHOIO nopsiaka o0paboTku HH(pOpPMaLIHH.

YpoBeHb MOTHOMOYMH MTosIb30BaTeNs B HHpopMannonHoit cucteme JIOY noiken onpenensarbes B
COOTBETCTBUHU C €T0 JIOJKHOCTHBIMHU 00S3aHHOCTIMH.

Hocryn monssosareneii x uHopMannoHHbM cucteMaM JIOY JI0JKeH KOHTPOJIMPOBATHCS
aJIMHHHCTPATOPOM HH(OPMALIHOHHON CHCTEMBI.

OcymecTBienne peryaspHOro KOHTPOJIS BBINOJHEHHS OpPraHU3AlHOHHO-PACIOPSIUTEIBHBIX
JIOKYMEHTOB, KacalolMxces pernaMeHTauun gomnycka padotnukos JIOY Kk uHGOPMALHOHHBIM CHCTEMAM.
Nnentnduxanus u ayredrudurkanns

Jloctyn nosnb3osaresiel K HHQOPMALIMOHHBIM CHCTEMAaM JOJDKEH IPEIOCTABIIATHCS TOJIBKO MOCIe
YCIIEIIHOIO 3aBEPIIEHNs UACHTH(GUKAIIMN, ay TCHTH()UKALNH.

[lonyyenne mnonp3oBarenieM HMMEHH B HH(GOPMAIMOHHON CHCTEME W MHapoJisi, KOTOpPBIE
o0ecrneynBaroT J0CTYNl K MH(OPMAIMOHHON cHCTeMe, MOJDKHO OCYIIECTBISATHCS IO IMPEICTABICHUIO
PYKOBOJIMTEJISl CTPYKTYPHOTO MOApa3IeICHHS.

YnpasJienue goctynom

B nerckoMm camy JI0MKHO OCYILIECTBISTHCS YNPaBIEHHE JOCTYTIOM K HH(OPMAIIMOHHOIT cucTeMe
MOCPEICTBOM  peaiu3allid  HeOOXOJMMBIX METO/I0B, TUIOB W MpPAaBWJI pa3rpaHUYeHHs JIOCTyIIa
noJsib3oBaresisiM MHpopmalmonHoi cucteMbl I'BJIOY nerckoro cama Ne63. B tom umcie obecrnieuen
3AIIMINCHHBIA  yaaneHHbli  jloctyn cyObekToB JgocTynma K OOBEKTaM JOCTyIlla 4epe3 BHEIIHHWE
MH(POPMAIIHOHHO-TEJIEKOMMYHHKAIIHOHHBIE CETH.

bezonacHocrs npn padore ¢ HocuTeAIMHU HH(pOpPMaLIHH

PaGotHukn  neTckoro caja  JIOJDKHBI HCIIOJIB30BaTh TOJIBKO YUYTECHHBIE CHEMHBIE MaIIMHHBIE
HOCUTENM MH(OPMALMKM JUIsl BBINONHEHHS CBOMX JOJDKHOCTHBIX oOs3anHocrteil. Mcnonb3opanue
CBEMHBIX MAlITMHHBIX HOocHTenel nadopmanuu B JIOY B HHBIX LEISIX CTPOTO 3aMpPECHO.

CobeMHBIC MAIIMHHBIE HOCUTETH HH(GOPMALIMU JOKHBI XPAHUTCS B ONEYaThIBAEMBIX IIKadax, B
MOMEIIECHHAX B KOTOPLIX MpelycMoTpeHa 00paboTka HH(OpMAaIK OrpaHHYSHHOTO JIOCTYIA.

B ciaydae kpaku WIM MOTEPH CHEMHOIO MAIIMHHOTO HOCHTENIs MHPOPMAIMH, a TaKKe MHBIX
UHIUJICHTOB, KOTOPBIE MOT'YT IIPUBECTH K HAPYLIEHHIO CBOUCTB HH(OPMALIMK OrPaHHYEHHOTO JI0CTYIIA,
JIOJKHBI IIPOBOJIMTHCS. MEPOTIPUATHUS IO Pacc/e0BAaHUIO TAKUX MHIIMJIEHTOB.



Ilpu BbIBOZIE M3 SKCIUIyaTallMH ChEMHOTO MAIIMHHOTO HOCHMTENS MH(MOPMALMH, BCe JaHHbIE,
XpaHsIuecss Ha HeM, JO/UKHBI OBITh y/aieHbl ONpeleleHHON KOMHCCHeH M3 uMciaa pabGOTHHKOB,
CPEICTBOM rapaHTUPOBAHHOTO YHHYTOXECHUS HH()OPMALIHH.

®akT yHHYTOXKEHHs HHPOPMALMH HA ChEMHOM MALIMHHOM HOCHTENE HHPOPMAIH GUKCHPYETCs
B aKTe 00 YHHYTOXKCHHH MH(OPMAIIMH CO CHEMHOI0 MAIIMHHOTO HOCHTENs uHpopMaimu. Perncrpanns
coObITHI

B gmerckuil can  JomKHA OCYHIECTBIATHCS PErHCTpalMM COOBITHII GE30MacHOCTH Ha Beex
KOMITOHEHTAX WH(QOPMALHMOHHBIX CHCTEM JIETCKOTO Cajia , B KOTOPHIX 06pabaThiBaeTCs 3aIyinaemMas
uH(popMmarus.

AHTHBHPYCHAS 3aIUTA

B nessix oGnapyskenus u ycTpaneHus BpesoHOCHBIX mporpamm B JIOY DOIKHBI HCIIONB30BAThCS
Cpe/ICTBA aHTHBUPYCHOM 3aIuThl HHpOpMaIuH.,

Obsi3aTesIbHOMY KOHTPOJTIO CPEACTBOM aHTHBMPYCHOM 3aIlMThl HHGOPMALHH JI0JKHA TIOJUIEKATE
mobast nHpopmaius (TekcToBble (aiiibl 0ObIX (opMaToB, (il JAHHBIX, HCTIOTHIEMbIC (aiinmr),
nojrydacMas M IepejaBaeMas o JIOKaJIbHOH BBIYMCIMTENBHON CETH B TOM YHCIE M CeTIM OOIIero
TIOJIE30BAHMS, & TAKKE HHPOPMALHSA, XPaHUMAas HA CHEMHBIX MALIMHHBIX HOCHTENAX HH(BOPMALHH.

[lpu ycraHoBKe mporpaMMHOro obecreyeHus il ero 0GHOBIEHUS Ha ceBepHOe 000pyaOBaHHE
JIOJKHA  aBTOMATHYCCKH  BBINOJHATBCS — [IPEABAPUTENbHAsS NPOBEPKA JIAHHOIO IMPOrpPaMMHOTO
obecrieueHns Ha OTCYTCTBHE BPEJOHOCHOTO IPOrPaMMHOI0 06eCIICUeHHS.

ObHoBnenne 0a3s cUrHaTyp JUls CpejACTBA AHTHBHPYCHOH 3alUTHl MHMOPMALMH JIOIKHBI
OOHOBIATELCSH €3Ke/HEBHO.

ITonp3oBareny Ges npas agmunucTparopa uupopmarmonnoii cucremsr JJOY He A0MKHBI HMETD
BO3MOXKHOCTE IOJIYYEHHS JIOCTYNa K KOH(UIypalMM aHTUBHPYCHOTO CpEJACTBA 3al[UTHl HJIM €ro
OTKJIIOYEHHS.

KoHTpoJIL 3amumeHH0cTH epCoHAILHBIX JAHHBIX

B memsix uckinoueHns oKcIuyaraumm ys3BUMOCTEH MPOPAMMHOTO 00€CIedeH s OKHBI
NPOBOAUTCS PabOThI 110 BBIABICHHIO, AHATH3Y YA3BUMOCTEH HH(POPMALMOHHON CHCTEMBI H ONIEPATHBHOE
YCTpaHCHHE BHOBbL BbIABICHHBIX YA3BUMOCTEH. B ToM 4meie opraHdsaunst KOHTpOJIA YCTAHOBKH
OOHOBIICHHS IPOrPAMMHOTO 0BeCIIeueH s BKIIIOYAs CPe/ICTB 3alHThl HH(OPMALIHH.

HcenoabsoBanue nporpaMmMuoro obecneuenus

Beibop nporpammuoro obecneuenns juisi npou3BoacTREHHBIX HYX1 JIOY momken IIPOU3BOUTHCS
B NPHOPUTETE K OTECYCCTBCHHOMY, BHECEHHOr0 B EjMHBIH peecTp poccHiiCKHX mporpamm s
NEKTPOHHBIX BBIMHCIMTENLHBIX MAIIHH U 0a3 jaHHBIX. B cinyuae orcyrerBus ananora B Eaunom
peecTpe pOCCHICKMX 1pOrpaMM Ul 9JIEKTPOHHBIX BBIYMCIAMTENBHBIX MAIIMH M 0a3 JaHHBIX
AOITyCKaeTCs UCTIOJIb30BaTh IIPOrPAMMHOT0 obecreyeHne HMIIOPTHOTO IIPOM3BO/ICTRA.

Henmonb3zoBanne'ecpencts kpunrorpaduaeckoif 3amuThi nugopMamnm

OGecrieyenne 3ammTel HHGOPMALMH OTPAHHYEHHOTO JOCTYNA OT PACKPHITHS, MOAH(DHKAIHE |
HaBA3bIBaHUA (BBOJA JIOXKHOH MHpOpPMaMK) npu ee mepejade (MOArOTOBKE K Hepeaade) M0 KaHaaMm
CBA3H, HMEIOLINM BBIXO/( 3a NPEJIEIbl KOHTPOJIHPYEMO# 30HBI 0OecrieunBaeTes IPUMEHEHHEM CPEJICTB
KpUnTorpaduueckoii 3aimThl HHGOPMALHH,

[Ipuobperenne cpeners kpunrorpaduueckoit sammrer napopMammn J[OY OCYUIECCTBIIACTCA Ha
OCHOBAaHHH JIOTOBOPOB M KOHTPAKTOB C JINIIAMHU UMEIOLUMMH JeiicTByomyio nunen3uio ®Ch Poccun na
OCYMICCTBICHHE JIEATEJLHOCTH 10 pa3paboTKe, MPOM3BOJCTBY, PACIpPOCTPAHEHHIO MH(POBATHHBIX
(KpunTorpapuueckux) CpejicTB, HHPOPMALUMOHHBIX CHCTEM H TENeKOMMYHHKALMOHHBIX CHUCTEM,
SAUUIICHHBIX € HCTIOTIB30BaHHEM IIH(POBATLHBIX (KPHTITOr padiuecKiX ) CPeICTB, BHIOTHEHUIO paGoT,
OkasaHuio yenyr B oOmacth  mupoBaHud MHPOPMALMH, TEXHHYECKOMY 00CI1y)KHBaHHIO
WU PPOBATILHBIX (kpunTorpadguyeckux) CPe/CTB, MH(POPMALIMOHHBIX CHCTEM "



TCICKOMMYHHUKALIMOHHBIX ~ CHCTEM,  3AlMIIEHHBIX €  HCHOJIb30BAHHEM  IH(POBAILHBIX
(kpunTorpaguyecknx) CpeiacTB (3a MCKIIOYEHHMEM CIy4as, €ClIH TeXHUYECKOe obciyKuBaHHE
¢ poBaIBHBIX (kpuntorpaduyecKux) CPEJICTB, HH(POPMALHOHHBIX CHCTEM 1%}
TE/ICKOMMYHHUKALHOHHBIX — CHCTEM,  3aUMIIEHHBIX € HCIONB30BAHHEM  IMQPOBATBHBIX
(KpunTorpaguuecKkux) CpecTB, OCYIECTBAACTCS I 00eCeueH s cOOCTBEHHBIX HY K1 KOPHIHYIECKOTO
JINLA UK MHIMBUIYabHOTO NPEANPUHUMATE]IS).

B uensx oprammsauum w obecneuenum mepemaun MHQOpPMALMK [0 KaHAJaM CBs3HM ¢
MCIIOJIL30BAHUEM  CPEACTB  KpunTorpaduueckoil 3aumrel HHGOPMAUMH, a TaKKe BBHIIOJHEHHS
JHUCH3HOHHBIX TpeboBannii PCh Poccun B JIOY pomken 6BITH cosan opram KpunrTorpapuyeckoi
3AIIUTEL

[lopraneneie pemenus JIOY ¢ BOZMOXKHOCTBIO JIOCTyIa ¢ ceTel 0DILero moJIb30BaHus J0KHBI B
NpHOpHUTETE paspabaThIBaThLCs ¢ OpraHU3aluei 3amnIeHHOro Kanaa nocpeacTsoM npotoxona TLS ¢
nojyiepskkoi anroputmos 'OCT 34.10.

HcnoanzoBanue 31eKTpoHHOI N04THI

OIeKTPOHHAsA 110YTa T0JKHA Henonb3osathes B [BJIOY nerckom cajty Ne63 ¢ nenbio opranusaiuu
OOMEHa JIEKTPOHHBIMU  COOOIICHUAMH MEKIY paGOTHHKAMH M cyObexTaMu HH(POPMAIHOHHOI
0e30nacHoCTH.

I1pu nenonp3oBanuy S1MEKTPOHHOI MOUTHI 3amperuacTes:

0 oOmen wundopmaumeil juis caykeGHOrO [ONAB3OBAHMA, a  TakoKe HHpopMarmei
OrPaHHYEHHOTO JI0CTYIIA;

0 npeznocrasienye 10CTyna K 3EKTPOHHOI 10YTE ¢ HCIIOIB30BAHMEM JIAHHBIX CBOEHT YUYETHOMH
3aIIMCH TPETHEUM JIHIIAM;

0 myGmukanus cBoero ciykeGHOro agpeca 3JeKTPOHHON MOYTHI B 9IEKTPOHHBIX Karajorax,
Ha NMOMUCKOBBIX MAIIMHAX W JIDYTHX pecypcax ceTH MHTepHET B 1eiX, He CBA3AHHBIX C
MCITOJTHEHHEM CBOMX JIOJDKHOCTHBIX 00A3aHHOCTEH;

U noanucka o 31eKTPOHHO MOYTE HA Pa3INYHbIE PeKJIAMHBIE MaTePHaJIbl, TUCThI PACCHUIKH,
JJICKTPOHHBIC JKypHaJbl H T.JI., HE CBA3aHHBIE C BBINOJHEHHEM I10JIb30BATEIICM
JIOJDKHOCTHBIX 00s3aHHOCTEIH ;

O oTkpeITHE (3amycK Ha BhIMOAHEHUE) (aiiIoB, NIOJIYYEHHBIX I10 JIEKTPOHHOM M0OYTe MU U3
pecypcos cetn  Hurepuer, 0e3 npeaBapuTeNbHOH TIPOBEPKH  HX AHTHBHPYCHBIM
IPOrpaMMHEIM 00eCIIeueHHEM.

Pabora B ceTsix o0mero noJib3oBanus

HAOY ocranser 3a coGoit mpaBo GJIOKMPOBATH WIIH OTPAHAYMBATE J0CTY1l pabOTHUKAM K CETSIM
CBsA3M 0011ero TIOJIL30BAHHA, B TOM 4HCIe ceTH MHTepHeT, coslepkaHne KOTOPBIX HE MMEET OTHOLIEHH
K MCIIOJIHEHHIO JOJIKHOCTHBIX o0s3aHHOCTE, a Takxke K MHPOPMALIHOHHBIM pecypeam, coJiepKaHue U
HapaBJICHHOCTE KOTOPBIX 3aNpelieHbl 3aKoHoAarebeTBoM Poccuiickoii deseparum.

Hudopmauns o moceumaempix paboTHHKaMH — JETCKOrO caja HH(POPMAIMOHHBIX PECYpPCOB
TIPOTOKOTMPYETCA JUIA TOCIENYIOMIEr0 aHaIN3a H, [IPH HEOOXOAMMOCTH, MOKET ObITh IIpe/CTaBicHA
PYKOBOIHTEIIAM CTPYKTY PHBIX TTOAPA3/Ie/IeHUH, a TAK)Ke PyKOBOJMTENIO JIETCKOTO cama Jjis KOHTPOJIS.

IIpn ucnons3osannnu cetn Untepner sanpereno:

Oucnions3osats npenocrasnennsii JJOY noctym B ceTh HutepHeT B IMYHBIX LessX;

Oucrionb3oBarh  HECAHKIMOHMPOBAHHBIE MPOTPAMMHBIE U [IPOrpaMMHO-alnapaTHble  CpeICTBa,
TO3BOJIAIOLINE MOy YMTh HECAHKIIHOHMPOBAHHBIH ocTyn K cetn MHTepHerT;

Ony6naukoBarb, 3arpysatbh u pacipoCTpaHATh  MaTepHalbl  CONEP/KAIIHE  HEJOCTOBEPHYIO
nHpopmanmio o JIOY, a Takke danbcnpuimpopars cpoii [P-anpec.



PesepBHoe KOIIMPOBAHHE H BOCCTAHOBJICHHE TAHHLIX
OCyIIlCCTBHGHHE? PE3CPBHOIO KOIMMUPOBAHHS JOJIKHO OCYIIECTBIATHCA JUTAL

Oundopmanuu odpabaTeiBaeMoi Ha (ailloBoM cepBepe U cepBepe NMPHIIOKEHHH, HHPOPMALIHOHHOM
CHCTEMBI;

Opabouux MECT aMHUHUCTPATOPOB HH(POPMAIIMOHHOH CHCTEMBI.

Yactota M pEeXKHUM pE3epBHOIO KOIMPOBAHMS YCTAHABJIMBAIOTCS TaKMM o00pa3oMm, 4YTOOBI
obecneynTh MUHHUMAJIBHYIO MOTEPIO JIAHHBIX H ONIEPATHBHOE BOCCTAHOBJIEHHE.

Hacrpoiika pe3epBHOIO KONHUPOBAHMS M BOCCTAHOBJICHUS PECypcoB MH(OPMAIMOHHBIX CHCTEM
JIOY 110/mKHBI NIPOBOAUTE YIIOJHOMOYEeHHBIe paboTHuKH JJOY.

Pe3epBHOE KONMpPOBAaHUE NOKHO OCYUIECTBIATHCA B ABTOMAaTHUYECKOM PEXUME € IIPUMEHEHHEM
OTEUECTBEHHOTO CHEIMATN3UPOBAHHOTO CPEJACTBA PE3EPBHOTO KONMHMPOBAHHS  C JEHCTBYIOMIMM
cepTU(hUKATOM COOTBETCTBHUS 110 Tpedopanusam Oe3zonacHoctH HHGopManun GCTIK Poccuw.

6 OCHOBHBIE TPEBOBAHMUS K IIPOLUECCAM YIIPABJIEHUSI
MH®OPMAIIMOHHOHN BE3ONMMACHOCTBIO Monutopuur
uHpopmanmonHoii 6e3onacHocTH

Ha mocTosHHOH OCHOBE JOJDKEH NPOBOAUTHCS KOMIUIEKCHBIH aHain3 (pyHKUHOHHPOBAHUS
uHpopmanronHoii cuctembl JJOY # BO3HHKAIONMX COOBITHI HHPOPMAITHOHHON 6E30MAaCHOCTH.

IIporiecc MoHMTOpUHIra cucreMbl obecrieueHus MHGOPMALUMOHHON GE30MaCHOCTH JIOJDKEH
BKJII0YaTh B ce0st KOHTPOJIb OPraHW3aIMOHHBIX W TEXHHYECKUX Mep IO 3alluTe WH(OpMAalnK, aHaIn3
napamMeTpoB KOH(HTYpaIK 1 HACTPOMKHU CPEJICTB 3alUThl HHPOPMALIHH.

IIpu mpoBeIeHMH KOHTPOJIBHBIX MEPOTIPUATHIA, CBSI3aHHBIX C OIICHKOH peain3aliii Mep 110 3alluTe
unpopmaun B JIOY, ynonHomoueHHBle pPabOTHUKH JIOJDKHBI HPHJICPKHUBATECS  CIEAYHOLIHMX
IPHHIAIOB:

Oue napymars (yHKIMOHHPOBAHKE JAESITENLHOCTH JETCKOTO cajia ;

OneiictBoBaTe B COOTBETCTBMM € YTBEPXKJIEHHBIMH  OPraHU3allMOHHO-PACTIOPAIUTEIEHBIMA
JIOKYMEHTaMH JIETCKOIO cajia 110 3aliuTe nH}popmalmu;

Oue ckpbIBaTh (GaKThl BBISABICHHBIX COOBITHI HHPOpPMaIIMOHHON 0€30MacHOCTH;
OodopMIIATE OTUETHI, TOATBEPIKIAIOIINE BBITOJIHEHHE MEPOIIPUATHIA 110 3a1uTe HHGOPMALHH.

Hudopmanus, nomyuennas B Xoje MpoBeJCHUS KOHTPOIUPYIOIUX MEPONPUATHI O JEHCTBHSIX,
COOBITHSX U MapaMeTpax, UMEIOIIUX OTHOIIEHHE K Peai3allii Mep 110 3almTe HH)OopMall|i, 10/KHA
KOHCOJIMJIMPOBATECA H XPAHUTHCS B MECTAX, HCKIIHOYAOIIMX [T0JIyYeHHE K HEll HECAHKLIHOHUPOBAHHOIO
JIOCTYyTA.

MOHHUTOPHHI JIaHHBIX © 3aperHCTPUPOBAHHBIX COOBITHAX HH(OPMAIMOHHONW (e30MacHOCTH
JOJDKEH NPOBOJMTHCA, 1O BO3MOKHOCTH, C MCIOJIB30BAHUEM CHCTEMbl MOHMTOPHHIA HHIIMICHTOB
HH(OpPMaIIHOHHON 0€30MacHOCTH WJIM BCTPOCHHBIX MEXaHHW3MOB HACTPOMKH M ayauTa COOBITHII B
NPOTPaMMHBIX M [POrPaMMHO-AIIAPAaTHLIX  CPEJCTBAX, MCIOJIB3YEMBIX B HH(OPMALIMOHHOI
uHppactpykrype J10Y.

YupasJienue puckamu

Onpenenenne BHYTpeHHHUX TpeboBaHuii 1o 3ammre MH(OPMAIMH, JOKHBI OCHOBBIBATHCH Ha
pesylibrarax IpOBEJICHHs aHaJIu3a pPHCKOB HapylUEeHWS OCHOBHBIX CBOHCTB O€30MacHOCTH JUIs
HH(]pOpMaLMOHHBIX pecypcos JIOV.

OcHOBOH OLIEHKH PHCKOB JIOJDKHA OBITH OlEHKA YCJIOBHI H (DAKTOPOB, KOTOPBIE MOI'YT CTaTh
NPUYUHONR HAPYIIEHUS [ETOCTHOCTH, KOHQUICHINAILHOCTH M JOCTYIHOCTH JUIS HH(POPMAIMOHHBIX
pecypcor JIOV.



PesysibratoM IpoBe/eHUS aHaln3a pPUCKOB JOKEH ObITh pa3pabOTaHHBIH KOMILIEKC Mep,
HANpaBJICHHBIX Ha CHHYKEHUE BO3MOXKHOIO HEraTHBHOTO BIIMSIHUA HAa OCHOBHYIO iesiTenbHoCTh JIOY npu
peayu3aldi TOH WK WHOM yrpossl Oe3onacHocTd MH(pOpMaUK U 00eCrneunBalolMX B JalbHeieM
JOCTATOYHBIH yPOBEHB 3aIUINEHHOCTH HHpopMannoHHbIX cuctem JJOY.

YnpagJjieHne HHIUAEHTAMHA HHpopMannonHoii 6e3onacHocTH

Jlis obecriedenus 3G QeKTHBHOrO paspelieHus HHIUASHTOB HHYOPMAIIMOHHOH 0€30MmacHOCTH B
JIOY, MUHHMH3AIIHK NIOTEPh U YMEHBIICHUs PUCKA BOSHHKHOBEHHS ITOBTOPHBIX MHIMIEHTOB J0JIKHO
OCYIIECTBIATHCS YIIPaBIeHHe HHIHACHTaMH HH)OPMAIMOHHOM Oe301acHOCTH.

JIa ynpaBneHust HHUMIEHTaMH HH(OpMaMOHHOMH Oe30macHOCTH 1oyiKHA ObITh CO3/1aHa ¢cilyx0a
MOHHUTOPUHIA U pearupoOBaHus Ha HHIUICHTHI HH(OPMALIHOHHOM 06€301aCHOCTH, KOTOPas OCPECTBOM
KOMIUIEKCA CPEJICTB U MEPOIIPpUATHI Ju1st cOopa 1 KoHconuaanuu nHdopmanuu 00 HHIUAEHTAX peraer
JIAHHYIO 3ajady. B OTHONIEHHHM KaKJ0To NPOH30IIEANIEr0 HHIHKAEHTa pabOTHUKAMH M3 CIy:KObI
MOHHTOPHHIA H pearnpoBaHHs Ha HHIHIEHTHI UH(POPMALIHOHHOH 0€30MMacHOCTH AOKEH BBINOIHATHCA
ero aHaiau3, U pazpaboTka 3(PeKTUBHBIX MEp pearupoBaHMs HA JAHHBIH HHIIMCHT.

AyuT cucremsl obecniedeHust HH(poOpManHOHHO# Oe30nacHOCTH

B uensx omenku Tekymero ypoBHsS HH(popMmanuoHHOH Oe3omacHOCTH — JeTCKuil cax Ha
peryiasipHOi OCHOBE JOJDKEH IMPOBOJAMTLCS ayMT HH(OPMALMOHHOI 6e30MmacHOCTH.

BayTpennue ayuThl JOJIAKHBI BBIIOIHATBCS pabOTHUKAMM JeTcKoro caja . B ducio 3anau,
pelIaeMbIX [PH NPOBEJICHUH BHYTPEHHHX ay/INTOB HH(POPMAIMOHHON Oe30MacHOCTH, BXOIAT:

Ocbop ¥ aHanM3 MCXOAHBIX JAHHBIX 00 OpPraHM3alHOHHOM M (PYHKIHOHAJIBHOH CTPYKType
HH()OPMALIMOHHBIX CHCTEM, HEOOXOAMMBIX JUISl OIIGHKH COCTOSIHUS CHCTEMBI 3aIlIUThl HH(POPMAIIHH;

Oananu3 yTBEpKACHHBIX OpraHU3alMOHHO-PACIOPAIUTENIBHBIX JOKYMEHTOB [0 3alliuTe HHPOpMAIMH
Ha IPeJIMET UX MOJIHOTHI H 3((PEKTHBHOCTH, a TaK)Ke (JOPMHUPOBAHUE PEKOMEHIAIMH 110 UX A0paboTKe
WK pa3padoTKU HOBBIX;

OoGocHoBanue (puHaHcoBOU 3P PeKTHBHOCTH BHOBb IPHOOPETAEMBIX CPEJICTB 3allMThI HHpOPMaLHHK;

OnpoBepka NpaBHIBHOCTH BbIOOPA M HACTPOMKHM CpeiCTB 3aluThl MH(OpMaluy, (GopmMupoBaHue
NPEeUVIOKEHUH 110 HCIOJIB30BAaHHIO MMEIOMIMXCS CPEJICTB 3allUThl MH(MOPMALMU JUIS NOBLILECHUS
YPOBHS HaEKHOCTH 1 Oe3omnacHocTH HHpopManmoHHbIX cucteM JIOY;
Oananu3 OTYETOB IO MPOU3OIIEAIINM HHIMICHTaM HH(GOPMALMOHHON 0€301acCHOCTH U NPHUHATHIM
MepaM M0 UX pazpelcHHUIO.
IloBbImeHne 0CBEIOMICHHOCTH PAOOTHHKOB
B pamkax opraHuzanuu KOMIUIEKCHOTO NMPOTHBOAEHCTBHS yrpo3am 6e30MnacHoCTH HHPOpMALIUH,
MCXOAIIMM OT PabOTHHKOB JETCKOTO cafa JIOJDKHA MOCTOSHHO MOBBIIATHCS UX OCBEIOMJIEHHOCTD B
o0J1acTH 3aIUTHl HHPOPMALIHH.
[Toseienue ockegominennoct padboraukos JJOY ocyuiectisercs:

Ono cymecrsyonmm B JIOY oprannzaiimoHHO-pacriopsaAuTeIbHBIM JOKYMEHTAM;

Ono npumensempim B JIOY mepam 3amutel uHdopmainmu; Omo
IPaBHJIBHOMY MCIIOJIB30BAaHHIO CPEJICTB 3aIUTHI HH(OPMAIIHH.

7  3AKJ/IIOYEHHE

[Ipn u3MeHeHuHu JieHcTByIOIEro 3aKoHoaarenscTBa Poceuiickoit Menepainn B 00J1aCTH 3aIIMTHI
HH(pOPMALIMH, & TAKKE OPraHu3allMOHHO-pACTIOpsAUTeIbHBIX JokyMeHToB JIOY Hacrosias [TonuTuka
¥ U3MEHEHHS K Hel MPUMEHSIOTCS B YaCTH, HEe IPOTHBOpEYAIleid BHOBb MPUHATHIM 3aKOHOIATEILHBIM U
MHBIM HOPMaTHBHBIM aKTaM, a TakyKe BHYTpeHHUM jokymenTam JIOV.

Bce tpeCoBanus, ycTaHOBICHHbBIE IeHCTBYIOIUM 3aKoHOAaTensCTBOM Poccuiickoii ®eneparyu,
MO/3aKOHHBIMH aKTaMH M JIOTOBOPHBIMM OTHOIIEHWsIMM, a Taike moaxoa JIOY k obecneuenuio



COOTBETCTBHS 3TUM TpeOOBaHUAM JIOJKHBI ObITH ABHBIM 00pa3oM OIlpe/c/IeHbl, JOKYMEHTHPOBAHbI H
TIOIEPIKUBATBCS B AKTYaJIBHOM COCTOSHHH.

JIOY B nOpHOpPUTETHOM HANpaBICHUM JO/DKEH paccMaTpUBaTbCcsl IEPEX0J IMPOrPaMMHOIO
obecrieyeHrEe OTEYECTBEHHOTO IIPOU3BOIUTES], BKIIOYEHHOTO B €IMHBIH PEECTP POCCHHCKUX IIPOrpaMm
JUISL 3JIEKTPOHHBIX BBIYUCIIMTENLHBIX MallWH U 0a3 JaHHBIX. B TOM uMcie 1Mo 4YacTH CEpBEPHOIO,
KOMMYTAllHOHHOTO 000py/I0BaHHS M HPOrpaMMHO-ANNapaTHbIX CPeJICTB, BKIIOYEHHLIX B EJMHBIH
peecTp poCCHICKOI paguoIeKTPOHHOMH MPOAYKLIHH.

[lepecmoTp W BHeceHHe M3MeHEHMH B Hactosaulylo [loaMTHKY ocyliecTBisIOTCS Ha
MEPUOIMUECKOH U BHEMJIAHOBOH OCHOBE.

CIIMCOK MCIIOJIB30OBAHHBIX HCTOYHHUKOB

1 @enepanphbiii 3akoH oT 27.07.2006 Ne 149-03 «O6 undopmanuu, uHOOPMAIHMOHHBIX
TEXHOJIOTHAX U 0 3alIuTe HHPOPMAIHI .

2 Oenepanbublit 3akoH o1 06.04.2011 No 63-03 «O06 31eKTpOHHO#I MOITHCHY.

3 [Tocranosnenne IlpaButenscTBa Poccuiickoit ®enepammu or 16.04.2012 Ne 313 «006
yrBep:kaeHnn llonoxkenus o JMIIEH3MPOBAHMM JIEATEIBHOCTH 10 pa3paboTke, IMPOHU3BOJICTBY,
pacnpocTpaHeHuIo WHQPoBaabHbIX (KPHIITOrpaQUUYECKUX) CPEACTB, HH()OPMAIMOHHBIX CHCTEM H
TEJICKOMMYHHKAIMOHHBIX ~ CHCTEM,  3allMIUEHHBIX €  HCIOJB30BaHHEM  IIH(POBAIBHLIX
(kpunrorpayeckux) CpeAcTB, BBITONHEHHUIO paboT, OKa3aHUIO YCIyr B OONAcTH INH(pPOBAHUS
MH(OpPMAMK, TEXHMYECKOMY OOCHYKMBAaHMIO I[IHU(PPOBAILHBIX (KpUITOrpahuYecKux) CpejcTs,
MH(OPMAIMOHHBIX CHCTEM M TEJICKOMMYHHMKAIIMOHHBIX CHCTEM, 3aIlMINEHHBIX C HCIIOIE30BAHHEM
mWH@poBaNbHBIX (KpUnTOrpaUueckux) CpeACTB (3a MCKIIOYEHHEM clIydas, ecliH TeXHHYeckKoe
o0cyKuBaHHE IUPPOBAIBHLIX (KpHOTOrpaUUeCKHX) CpeJICcTB, HH(POPMALMOHHBIX CHCTEM W
TEJIEKOMMYHHUKALlHOHHBIX CHCTEM, 3aUIUILEHHBIX C HCIOJIB30BaHHEM

UG poBaNbHBIX (KpunTorpaguueckux) CpecTs, OCyIECTRISETCs s obecnedeHus coOCTBEHHBIX
HY /1 IOPHIMYECKOTO JIMIIA WM WHJIMBHIY AJIbHOTO NIPENPHHAMATEIS)».

4 [locranosnenune IlpaButenscrBa Poccuiickoit ®enepauun ot 01.11.2012 Ne 1119 «O6
YTBepIKIeHIH TpeDoBaHMil K 3alluTe IepcoOHalbHBIX JaHHBIX MPH UX 00paboTke B HHPOPMALHOHHBIX
CHCTEMAaXx MEePCOHaIbHBIX TAHHBIXY.

5 Illpuxas GATICH ot 13.06.2001 Ne 152 «O6 yreepxaenun Muctpykuuu o6 oprannsaumu n
oOecrnieueHHH OE30MACHOCTH XpaHeHHs, 00padOTKH M Mepeavyn Mo KaHalaM CBA3M C HCMOJIb30BAHUEM
cpezcTB Kpunrorpaduueckoi 3amuTel HHGOPMALIHH € OTPAHMYCHHBIM JOCTYIIOM, HE coAepiKallei
CBEJICHHI, COCTABIISIONIMX TOCYAaPCTBEHHYIO TalHY ».

6  Tlpukaz ®Cb Poccun ot 09.02.2005 Ne 66 «O6 ytepyxnenun [Tonoxkenust o paspaborke,
MPOU3BOJICTBE, Pealu3alli U IKCIUTyaTaluu QG poBaibHbIX (KpunTorpaguyeckux) CpejiCTB 3aiuThl
unpopmauuu (ITonoxenue IK3-2005)».

7 [Ipukaz @CTOK Poccum ot 11.02.2013 Ne 17 «O6 yrBepxaeHun TpeGOBaHUI O 3aluTe
HH(OpPMAlMU, HE COCTABISIONIEH TOCYJapCTBEHHYIO TaiHy, CojepiKalleiics B ToCyJapCTBEHHBIX
HH(POPMAIMOHHBIX CHCTEMAX).

8  Ilpuxaz ®CTDOK Poccun or 18.02.2013 Ne 21 «O0 yTBepiK/IeHHH COCTaBa U COAEPIKAHHS
OpraHU3alMOHHBIX H TEXHHYECKHX Mep 1o obecneyeHuto 0€30MacHOCTH EPCOHANILHBIX JaHHEIX IPH X
00paboTke B MHPOPMALMOHHBIX CUCTEMaX MEPCOHATBHBIX JAHHBIX ).

9  Ilpuxas ®CB Poccun or 10.07.2014 Ne 378 «OO6 yrBepskaenun CoctaBa W cofepiKaHus
OpPraHu3allMOHHBIX U TEXHUUECKUX Mep 10 o0ecriedeHnIo 0e30MacHOCTH NEPCOHANBLHBIX JaHHBIX IIPH HX
oOpaboTke B HMH(OPMALIMOHHBIX CHCTEMax MEPCOHAJBHBIX JIAHHBIX C HWCIOJIb30BAHHEM CpPEJICTB
Kpunrorpaduueckoil 3ammuThl  MHGOPMAIMHK, HEOOXOJMMBIX JUIS BBITONHEHHS YCTAHOBJICHHBIX



IlpasutensctBom Poccuiickoit @enepaunn TpeGoBanuii K 3ainTe NEPCOHATBHBIX JAHHBIX JUIS KAXKIOTO
13 YPOBHEH 3alUILEHHOCTHY.

10 TOCT P 51624-2000 «3ammura wHpOpMAMH. ABTOMATH3UPOBAHHBIE CHCTEMBI B
3allMIEeHHOM HenoaHeHuH. O0uiue TpeGoBanus».

11 T'OCT P 51898-2002 «Acnexrsl 6e3onacHocth. [IpaBuia BKIIOYEHHS B CTaHAAPTHIY.

12 TOCT P 50.1.056-2005 «Texnmueckas 3ammra uHpopMauuu. OCHOBHBIE TEPMHUHBI H
OTIpE/ICTICHUS .

13 TOCT P UCO/MOK 27001-2006 «Hupopmaunonnas TexHonorus. MeTojsl ¥ cpeacTsa
GesonacHocTH. CHeTeMbl MeHEKMEHTa HH(POPMaLHOHHOH Ge3onacHocTu. TpeGoBanusy.

14 TOCT P 50922-2006 «3ammra nundopmaunn. OCHOBHBIC TEPMUHBI ¥ OTPEICTICHHUS.

I5 TOCT P 51275-2006 «3ammra undopmauun. OGbexkt undopmaruzanun. DakTopsl,
BoO3JicHCTBYIOMME HAa HHpOopMaunio. OBIIHE MOI0KEHUs .

16 TOCT P HCO/MBK TO 13335-5-2006 «Hndopmanuonnas TexHonorus. MeTojsl H
cpenersa odecneveHns 6eszonacHocTh. YacTs 5. PyKOBOACTBO 110 MEHEKMEHTY Ge30MaCHOCTH CETHY.

17 TOCT P UCO/TO 13569-2007 «dunancossle ycayru. Pekomenatuu mo HHpOPMALHOHHOIN
Oe30nacHoOCTHY.

18  T'OCT P HCO/MBK 27005-2010 «Mupopmanuonnas TexHoaorus. MeToasl 1 cpencTBa
obecnevenus Ge3onacHocTu. MeHe/LKMEHT prcka HHOPMAIMOHHOI 6e30IacHOCTHY.

19 TOCT P UCO/M3BK 27004-2021 «Hndopmanmonsas Texnonorus. MeToas! u cpejcTBa
obecrieyenus OeszomacHoCcTH. MeHe/KMEHT MH(OPMAIHOHHOI Ge30MacHOCTH. MonuTopuHr, oleHka
3alIMIIEHHOCTH, aHAJIM3 U OLIEHHBAHHEY.

20 TOCT P 51897-2021 «MeHe/pKMeEHT pHcKa. TepmuHe! U onpeieNieHus ».

21 TOCT P 52069.0-2013 «3amura undopmammu. Cucrtema cTangaproB. OCHOBHBIE
HOJIOKEHUSAN.

22 Konuennus nH(pOpMaHOHHOM GE30M1aCHOCTH HCIIOTHUTE BHbIX OpraHoB roCyapCTBEHHOM
snactu Cankr-IlerepGypra ot 20.02.2023.



